Practica de VLANSs en pfSense

En pfSense configurar las vlans que usaremos en el switch gestionable

conectado a la LAN.
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Crear VLAN en tarjeta de salida LAN
Vamos a crear la Vlan 15 Lab 5 con direccion ip 192.168.15.1

y rango de .10 a .40

Lab 5

Vian 15
192.168.15.1

» System « Interfaces ¥ . wall b Services » VPN » Stalus » Diagnostics » Gold » Help

\ (assign)
‘EU_AFH[H[!-?I'F‘.*

Interfacloli e ork ports Interfaces — (assign)

[ Wirslows | VLAMc | Qins | 00 | o | 6oF [ aridoes | LaGE

» System + Interfaces » Firewall » Services + VPN + Status + Diagnostics + Gold » Help

Pulsamos en la pestafia VLA
Interfaces: VLAN [ p '\S@
ww@m [ peps | Gre | G1F | aridges | Lase |

Interface | VLAN tag Description O
L
Agregar ="

ﬁn elca.uni

Ha elca.uni

» Gold

+ System » Interfaces » Firewall » Services » VPN » Status + Diagnostics * Help

Interfaces: VLAN: Edit

VLAN configuration

Parent interface em -00:27:bd: 1c: v . .

e (05700:27:543518) i be s, Elegimos la tarjeta de red
winv CIoc i e Usada para fa LAN
Description l\

You may enter a description here for your reference {not parsed).

Cance

Interfaces: VLAN: Edit =

VLAN configuration

Parent interface em1 (08:00:27:bd:1c:23) ¥
Only VLAM capable interfaces will be shown.

VLAN tag } 15 (namero de la Vlan)
[~
Descipion Wﬁ: Vian 15 Lab 5
s i e fol your reference (not parsed).
Lo J<ll==— Salvamos




Nos quedaria asi:

Interfaces: VLAN a2
e A CACACCTAED

Interface VLAN tag Description

emi 6 PPPOE_VlanG

g
eml 15 Vian 15 Lab 5 @ L.‘E
=" |

Interfaces: Assign network ports _ pylsamos en Interface assignements 9@
[ o e e e S o

Interface Network port

WARN em0 | 08:00:27:54:3f:Fd) v
RED ADMINISTRATIVO em]1 (08:00:27:bdr1c:23) v
RED ALUMNOS emz |08:00:27:cf:barfz) v

Available network ports:

WLAN & on em0 (PPPOE_Vlang) ¥

Add selected

oo
interface —

Nos aparecera una nueva interface que empezara por: OPT
seguida de un namero.

Interfaces: Assign network ports a@
“ Interface has been added.

Nombre de la nueva interface (OPTx)
SRR nterface Groups | Wireless | vian | qings | pees | 6re | G1F | Bridges | Lasc |

Interface Network port

WAN / =m0 {08:00:27:54:36:Fd) v

RED ADMIN#RATIVO 2mi (08:00:27:be: 12:23) v R,

RED _ALUM am2 (05:00:27:ch:barfe) v [

OPT2 VLAN & on emi (PPPOE_Vlzng) ¥ [_‘g

e ) @
5 Elegimos la vian

VLAN 15 on emi (Vlan 15 Lab 5)

Interfaces that are configured as members of a laga(4) in

para asignarsela

A -

uardamos los cambios.

RED ADMINISTRATIVO ernd [08:00:27:bd: 1c:23) v
RED ALUMNOS emz [08:00:27:cf:bafa) v
0oPT2 VLAN 15 on emi {Wlan 15 Lab 5} ¥

Available network ports:

Salvamos

VLAN 15 on emi (Vlan 15 Lab 5} ¥




RED ADMINISTRATIVO em1 (08:00:27:bdr1c:23) v L;ﬁ
RED ALUMNOS em2 | 08:00:27:cfibafe) T L.g
OPT2 WLAN 15 on emi {Vlan 15 Lab5) ¥ @
Available netw: . WLAN & on @m0 {PPPOE_Vlang) ¥ L‘E

Pulsamos sobre OPT2 u OPTx

Interfaces: OPT2

General configuration
Enable

Enable Interface

Save || Cancel

Habilitamos la interface

Interfaces: OPT2

General configuration

Enable #| Enable Interface

Description w VLAN 15 LAB 5
the interface here.

IPv4 Configuration Type I Static IPvd ¥ I H . H

IPvE (Dnﬁguraﬁon%pe Nane T

MAC address b,

This field can be used to modify ("spoof”} the MAC address of this interface
Enter a MAC address in the following format: oo o oo or leawe blank

MTU X

If you leave this field blank, the adapter’s default MTU will be used. This is typically 1500 bytes but can vary in some
circumstances.

M55 F\
If you enter a valus in this field, then M5S clamping for TCP connections to the value entered above minus 40 (TCP/IP
header size} will be in effect.

Speed and duplex Advanced |- Show advanced option

Static IPv4 configuration

1P address IK 192.168.15.1 12 v I‘— 192.168.15.1/ 24
IPv4 Upstream Gateway Hore ¥ |-oradd a new one.

If this interface is an Internet connection, select an existing Gateway from the list or add a new one wsing the link abowe,
On local LANs the upstream gateway should be “none”.

Block private networks
When set, this option blocks traffic from IP addresses that are ressrved for private netwaorks as per RFC 1918 (10/8,
172.16/12, 192.168/16) as well as bopback addresses (127/8). You should generally leave this option turned on,
unless your WAN network lies in such a private address space, too.

Block bogon networks
When set, this option blocks traffic from IP addresses that are reserved {but not RFC 1918) or not yet assigned by
IANA. Bogons are prefizes that should never appear in the Internet routing table, and obviously should not appear
as the source address in any packsts you receive.

Mote: The update frequency can be changad under Systam-=Advanced Firewall/[NAT settings.

Salvamos




Interfaces: VLAN15LABS . . 4@
Aplicamos los cambios

The VLAN15LABS configuration has been changed.

“ You must apply the changes in erder for them io take effect. APPI\' cha nges

Don't forg et to adjust the DHCP Server range if needed after applying.

Vamos a establecer el rango de ips para esta vlian

k System  » Interfaces  » Frewall - Services Ama ¥ Status  » Diagnostics  » Gold » Help

Captive Portal

— Services
Interfaces: VLAN15LAB5 [RCCEESESN DHCP Server Ra®@

DHUPvh Helay -
DHCPv6 Server/RA

General figuration
a con A DNS Forwarder

Services: DHCP server C@GHaue
Seleccionamos la vian

I | Enable DHCP server on VLAN15LABS interface I‘- Hab|||tamos el DHCP

Deny unknown clients
If this is checked, only the clients defined below will get DHCP leases from this server.

S 192.1658.15.0 Ponemos nuestro rango de ipSZ

Subnet mask 255,255.255.0 : ]S!;Z ]58 ]5 ]!! a ]S!:Z ]68 ]5 4!!

Available range 192.168.15.1 - 192,168.15.254

RS % 192.168.15.10 to |, 192.168.15.40]

Additional Poals 1f you naed additional poals of addrasses inside of this subnet autside the abave Range, they may be specified hare,
Pool Start Pool End Description ]

Lg

Bajamos y pulsamos en Save

g‘:::::al PLALLEE Advanced |- Show Additional BOOTP/DHCP Options
Guardamos los cambios

Nos mostrara este mensaje, indicando que los cambios han sido
Aplicados éxitosamente.

gewices: DHCP server CPEEUE
“ The changes have been applied successfully.



Vamos a darle permisos a nuestra vlan:

» System v Interfaces - Firewall k Senfices  k VPN » Status  » Diagnostics  » Gold + Help

Aliases

r Firewall (cortafuegos)

Services: DHCP sgL."C

— 9 Rules (reglas)

Traffic Shaper
n The changes have
Virtual IPs

Firewall: Rules HEI@
= (0 ey e vosiss |<@— Elegimos nuestra vian
]]]‘Prntn|5ul’u: ‘Pnrt‘[lﬁtnatlnn ‘Pu-t‘(;ateu'ay|(_hﬂje ‘Sdlulk‘[lﬁumtmn h_'l@

5

r this interface

s interface will be blocked until you add pass rules

Click tl'e@I:l.tt:r to add a new rule
ARadir nueva regla —>

Mo rules are currently defined f

All incoming connections on th

pass match B block reject O g
pass (disabled) match {disabled) block (disablad) reject (disablad) log (disablad)
Firewall: Rules: Edit HEu®@
Action Pass ¥
Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMF port unreachable for UDP) is
returned to the sender, whereas with block the packet is dropped silently. In either case, the original packet is
discarded.
Disabled ["| Dpisable this rule
Set this option to disable this rule without removing it from the list.
Interface VLAN1SLABS A
Choose which interface packets must be sourced on to match this rule.
TCP/IP Version IPv ¥ | Select the Internet Protocol version this rule applies to

4
Protocol Iﬂaw_mld— Permitimos cualquier protocolo
005E WNIC protocol this rule should match.,

Hint: in most cases, you should specify TCP here,

Source ! not
Use this option to invert the sense of the match.
Type: any ¥
Address: | &Ny v
Single host ar alias
- . Netwaork
Destination [l not | ppTP clients
UUse this | PPPCE cliznts atch. =
L2TP chents Seleccionamos nuestra vian
Type: WAN net
WAN address + net
Address: | pED ADMINISTRATIVO net Y
RED_ADMINISTRATIVO address
Log | Log|RED_ALUMNOS net ™
Hint: th on't turn on logging for everything. If you want to do a lot of logging,
consid

Diagnostics: System logs: Settings page).

Description l\\

‘You may enter a description here for your reference.

Guardamos los cambios




Nos queda asi. Falta aplicar los cambios.

Firewall: Rules FEO®

The firewall rule configuration has been changed. _
You must apply the changes in order for them to take effect. APPI‘" Cha“ges

Aplicar cambios

m RED_ADMINISTRATIVD | RED_ALUMNOS RIUFEUIEIFI:L

ID Proto Source Port | Destination Port Gateway Queue  Schedule Description o
(>} IPvd * | VLANISLABS | * + * + none [
net L..QL'Q

Bls?‘
e

>} match B block reject [i ] log

pass
pass [disabled) match (disabled) block (disabled) reject (disabled) kg (disabled)

Los ajustes han sido aplicados. Las reglas del cortafuegos se
estan recargando en segundo plano ahora.

Firewall: Rules @@

The settings have been applied. The firewall rules are now reloading in the background.

You can also the reload progress

Cerramos
[ Floating | wan | rep_apmmistraivo | ren_aumnos [EURTEETET

ID Proto Source Port | Destination  Port Gateway Queue  Schedule Description o
(»] IPet = | VLANISLABS | = = = = none Ll
net LgL'E

EI!;]
Ll

(>} match B block

pass reject D g
pass (disabled) match (disabled) block (disabled) reject (disabled) log (disabled)

Nos queda asi. Todo el trafico esta habilitado.

Firewall: Rules aad@
Fioning | wan | neo_sommisteanvo | nco_suurmos JEPRETEE

ID Proto Source Port  Destination Port Gateway Queue  Schedule Description ool
(>} IPvd * | VLANISLABS | * + + + none [
net @L'g

]
el

> pass match B block reject (i ] log
pass (disabled) match (disabled) block (disabled) reject [disabled) kg (disabled)




v Interfaces  » Frewall » Services  » VPN » Status  » Diagnostics  » Gold » Help

Pulsamos aqui y nos muestra nuestra vlan activa.
Status: Dashboard

=
System Information =
Name elca.uni A waAN A 1000baseT <full-duplex=
Version 2.2.5-RELEASE (amd64) (DHCP) 192.168.10.143
built on Wed MNowv 04 15:49:37 CST 2015 b full-dupl
FreeBSD 10.1-RELEASE-p24 FIRED ADmNISTRuano/ 4 | 1000baseT <full-duplex>
200.0.0.1
Update available. Click Here to view update.
1000baseT <full-duplex:
Platform pfSense CJRED ALUMNOS 1
150.0.0.1
CPU Type Intel(R) Core(TM) i5-5200U CPU @ 2.20GHz
1000baseT <full-duplex:=
Uptime 02 Hours 22 Minutes 02 Secends I VLAN15L ABS +
t& 192.168.15.1
EPH‘ET___ Tue Feb 9 13:14:34 CET 2016

Esto lo debemos hacer con todas las vlan que nos faltan.

R i R

4 ESQ Aula Dpto Dpto Lab 1
Tecno Techo Elca Swi1
Vlan 5 Vian 6 Vilan 7 Vlan 8 Vian 9
192.168.5.1 192.168.6.1 192.168.7.1 192.168.8.1 192.168.9.1
Lab 1 Lab 1 Lab 2 Lab 3 Lab 4
Sw?2 PA
Vlan 10 Vian 11 Vian 12 Vian 13 Vlan 14

192.168.10.1 192.168.11.1 192.168.12.1  192.168.13.1 192.168.14.1

Cuando todas las vlan estén implementadas, debemos ver
gue reglas establecemos a cada una, filtros, etc.
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